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Bearing in mind that the rights to data protection and privacy are fundamental rights of every individual and are essential conditions in a democratic society to safeguard the respect or the rights of individuals, a free flow of information and an open market economy,

Observing persisting data protection and privacy disparities in the world, arising from the fact that adequate laws which preserve the exchange of personal information and implement effective global data protection have yet to be passed in many states,
Noting with deep concern the companies that offer online services such as social networking sites which are based mainly on the sharing of personal information are a likely target for the violation of data privacy and attract mostly young adults unaware of the dangers presented by these networks,
Recalling UN resolutions 44/132 which adopt guidelines for the regulation of computerized personal data files, 44/133 and 44/134 referring to human rights and scientific and technological developments,
Emphasizing the importance of legal frameworks such as the European Convention of Human Rights, Convention 108 and 181, the International Safe Harbor Privacy Principles, European Data Privacy Directive and European Privacy and Electronic Communications Directive for setting standards and clearly demarcated laws on privacy and data protection,

Supporting action taken within APEC Privacy Framework, OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, the German Data Protection Authorities and other regional and international fora to develop effective means to enhance better standards of privacy and data protection,

Viewing with appreciation the ongoing work of the International Organization for Standardization (ISO) and of the International Law Commission with reference to the ISO 2009-02-11 Directive and the Data Protection Act respectively,
1. Calls upon all countries, especially developed countries, which are sufficiently technologically advanced for electronic means of data transfer, to clearly demarcate and implement laws effective in the protection of personal information and privacy of individuals as well as the implementation of the guideline resolutions such as presented by the German DPAs;

2. Calls upon the formation of an organization called UNOPDP (United nations Organizations of Private Data Protection) that:

a. Will be responsible  for preventing data privacy violations and implementing and checking laws on the protection of such data,
b. Specifies a policy dealing with the nature of data shared (which data can or cannot be shared) and the time period that it can be stored after usage (specially for companies which require the data only for a short period),

c. Employs experts from the IT and the Technology field to continually track down hackers and other illegal means of data misuse while also continually doing research and development on effective and contemporary counter methods to such malpractices,
d. Has an expert panel that also creates a record keeping or tracking system which will somehow identify the new sites that are created,

e. Will work under the UNDPI,

f. Will meet in the member nation countries every year,

g. The organization will be monitored by all nations of the united nations,

h. Its will be members re-elected every 5 years,

i. Its members will consist of the top 5 leading countries in anti-virus protection;

3. Regrets the recent incident in Switzerland where data privacy and protection was violated by a financial institution and hence recommends:
a. That all financial and other commercial institutions (companies with online shopping sites) which provide online services and transactions be listed;
b. A policy be put in place which demarcates the legality of  and the circumstances under which data can be shared by such enterprises with other institutions (such as governmental, military etc.);

c. That within an institution measures be taken so that only certain officials and employees have exclusive access and right to using and transferring the data of the customers;

4. Endorses that permits or licenses be given to the companies requiring user data sharing and access so that they are registered and monitored and the implementation of data protection in the institution can be verified from time to time, also if data privacy or protection is violated the license can be cancelled and the institution banned from the collection of user data and sharing;
5. Further recommends that data protection measures (such as user friendly data sharing, safe storage and transaction of data etc.) be put in place which should be followed by all institutions which require data sharing and if these requirements are not met, the institutions be fined or in extreme cases their activities dealing with data sharing be suspended by rescinding their license;
6. Urges that all online services before requesting personal information provide a policy agreement of terms and conditions to the reader which is written in a clear, concise and brief manner and which is easy to be fully understood by users of all the age;
7. Encourages that:
a. All media be used to effectively convey the message of online data sharing and the dangers of providing personal information online and if possible young adults also be informed by incorporating this in the education programs in schools;

b. An online service be created (either controlled by the UN committee mentioned before or be provided as a government service) which aids the public in cases of data privacy violations or provides effective measures or solutions to data protection (e.g. proxy servers, anti-hacking softwares etc.)

8. Recommends the individuals to lodge complaints about violations to the above referred authority called “UNOPDP” or in a court of law and the controller must notify the supervisory authority before he starts to process data, where the notification contains at least the following information:

a. The name and address of the controller and of his representative if any;

b. The purpose or purpose of the processing;

c. A description of the category of data subject and of the data or categories, of data relating to them;

d. The recipients or categories of recipient to whom the data might be disclosed;

e.  Proposes transfers of data to third countries;

f. A general description of the measures faken to ensure security of processing and this information is kept in a public register.

